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A Trusted sharing
I Why is this important for Information and Network Security?
I What does trusted sharing mean?
I How do you build trust?

A Information sharing models/projects

| WARPS (Warning, Advice and Reporting Points)

I MS3i (Messaging Standard for Sharing Security Information)

I NEISAS (National and European Information Sharing and Alerting System)
I NSIES (Network Security Information Exchanges)

A A final thought
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The common problem

A |CT networks and systems cannot be designed, built
and operated which are 100% secure

A No one wants to admit supplying or operating
vulnerable networks and systems 1 ICT does not
carry a health warning!

A Detailed incident information is contained to minimise
the risk to reputation

A Quantifying the problem (threat) Is difficult because
sharing information carries a risk

A ICT users and suppliers do not have the information
to make informed decisions on the cost/benefit of
Improved security

A What should | do?
I When should | do it? What is the real threat?
I and what are others doing?
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CERT: Vulnerabilities Reported 1999-

2008
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http://www.cert.org/stats/

Information Security breaches UK survey 2008

Damage to reputation

A The two biggest drivers for security expenditure are
protecting customer information and the company's
reputation.

A Security breaches that become known outside the
company are, therefore, management's greatest fear.

A Fortunately, these remain rare, with knowledge of 97%
of the worst incidents contained within the organisation.

http://www.pwc.co.uk/ena/publications/berr information security breaches survey 2008.html
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http://www.pwc.co.uk/eng/publications/berr_information_security_breaches_survey_2008.html

How do you build trust?

Sharing Sensitive Information

(Extract from presentation given by Mandy Messenger on her CPNI
supported research o6Why would | t

http://www.warp.qgov.uk/Index/Forum/indexannualforum.htm
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http://www.warp.gov.uk/Index/Forum/indexannualforum.htm

Sharing sensitive information

Building and sustaining a successful Reporting point
within a WARP

A Talking about incidents and experiences requires a safe
& trusted environment.

A Understanding the factors that influence sharing.
A Develop the trusting relationships.
A This helps:

I WARP champions develop the most helpful environment

T WARP members understand their current views and consider
their choices.

Z“WARDP
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Research : Why would | tell you?

Method:
A Recorded interviews with WARP members and related professionals.

Analysis and reflection on current theories of motivation, trust and
social relationships resulted in a specific Model of Sharing.

A
A Detailed research report published.
A You are invited to try out two Sharing Culture Assessmentools.

0 Aworkbook for individual use.
0 A set of cards for use by two or more people.

http://www.warp.qgov.uk/TrustedSharing.htim#S4

SWARP
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http://www.warp.gov.uk/TrustedSharing.htm

Research : Why would I tell you?

Problem:

A Delicate balancing act of information sharing vs the need to protect
an organisationds proprietary inter

A People have a variety of perspectives sharing:

onecessary for the greater goodo

~

OIS more trouble than it I s wortht! oo
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Sharing Mode|

A feedback circuit of perceived expectations

Trust in the person with
whom you are sharing;
Value of the information
you are sharing;

Effort you need to
expend to share;
Reward you would
expect from sharing.

Z“WARDP
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WARPS
(Warning, Advice and Reporting Points)

A trusted sharing model developed by
CPNI in the UK
WWW.warp.qov.uk

SWARP

2 § Warning, advice
-3 & reporting point



http://www.warp.gov.uk/

Where do WARPs fit?
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Get Safe Online
Expert advice for everyone

ITsafe

1T SECURITY WARNING SERVICE

Going online?
Check out our top ten

Home Sign up for free warnings

J— €/ safety tips.
Warnings archive | We provide home users and small businesses with wamings and news about computer security
| problems. ITsafe is a free UK govemment service
News archive
Sign up here for free email warnings. |
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What does a WARP look like?

A A typical WARP will consist of an operator who knows a little bit about IT
security, but is mainly good at communicating with a group of WARP
members.

A There will usually be between 20 and 100 members, otherwise it can
lose that personal touch.

A The operator uses a website, email, telephone, SMS, and occasional
meetings to send a personalised service of warnings and advice to the
members.

A This will be mainly IT security advice, but can include other material
(other threats, e-crime, contingency planning etc) as well.

A The Operator also taps into the knowledge of the members themselves
using a bulletin board, meetings and general communication skills.

A A successful WARP will build up enough Trust to encourage members to
talk about their own incidents & problems, anonymously, for the benefit

of the rest (a bit I i ke the ONei ghl
A WARPs are small, foo®reodnaldb. and ONot
WARP landit
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WARPs 1T A development model

Stage 1: Filtered Warnings

Show the benefits of the WARP to the community through
tailored warning service, so that everyone feels they are
getting a personalised and valuable service.

Stage 2: Advice brokering

Develop trust through encouraging members to help each
other by sharing best practice and giving advice to each
other through WARP facilities.

Stage 3: Trusted Sharing

Encourage members to report their experiences of
otherwise embarrassing attacks or problems (anonymously
If necessary, through the operator) within the WARP
collective learning.

Z“WARDP
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Filtered Warnings Application

My Services

My Subscription
Alert Chronicle

Mews Chronicle
hiy Details

News

Mews Management
Mew Mews

Latest Five Alerts

©
Low Sewerity Warning
Wirls warning - YW3a2rBagz-D

Low Severity Odvizory

Bypassing MS Windows P
SP2 firewall

O
Morral Severity Adwisory
Multiple Vulnerahilities in
Microsoft Internet Explorer

©
Low Severity Odvizory
Sun Solaris LDAP and RBAC
Privilege Escalation
Wulnerahility

e
Low Severity Odvizory
RIM Blackberry Meeting
Request Message "Location”
Header DoS

Subscription Tree

Flease selectthe categories of interest to you below, you can select as many or few as you like, If you want to receive alerts for all iterms under a cerain
branch, simply tick the branch and all the sub-iterms will be selected autarnatically. When you are happy with your selection click "Sawve’ ta commit your

changes.

L.aThiS means there are one or more items selected below this branch.

IS This iterm has been selected but you hawve notyet saved vour chang
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Warnings and Advisories

Low Rated Advisory

Feb 27 2007 3:14PM

Critical Rated Advisory Feb 27 2007 3:08PM
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Welcome to the !

WARP News

Categories: InfoSec News, Email Security
Date and Time issued: Feb 26 2007 1:23PM

Vendor study: 90% of e-mails will be
spam by year's end

Up to 90% of all e-mails will be spam by the end of
this year, according to research released yesterday.

with a weekly listing of newly released and updated Sun Alert Notifications. It is being ~ liversity in design
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