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Agenda

ÅTrusted sharing
ïWhy is this important for Information and Network Security?

ïWhat does trusted sharing mean?

ïHow do you build trust?

ÅInformation sharing models/projects
ïWARPs (Warning, Advice and Reporting Points)

ïMS3i (Messaging Standard for Sharing Security Information)

ïNEISAS (National and European Information Sharing and Alerting System)

ïNSIEs (Network Security Information Exchanges)

ÅA final thought



ÅICT networks and systems cannot be designed, built 
and operated which are 100% secure

ÅNo one wants to admit supplying or operating 
vulnerable networks and systems ïICT does not 
carry a health warning!

ÅDetailed incident information is contained to minimise 
the  risk to reputation

ÅQuantifying the problem (threat) is difficult because 
sharing information carries a risk

ÅICT users and suppliers do not have the information 
to make informed decisions on the cost/benefit of 
improved security

ÅWhat should I do? 
ïWhen should I do it? What is the real threat? 

ïand what are others doing?

The common problem



CERT: Vulnerabilities Reported 1999-

2008
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Vulnerabilities Notes

http://www.cert.org/stats/2007     ï7,236

2008 Q3ï6,058

http://www.cert.org/stats/


Information Security breaches UK survey 2008

ÅThe two biggest drivers for security expenditure are 
protecting customer information and the company's 
reputation. 

ÅSecurity breaches that become known outside the 
company are, therefore, management's greatest fear. 

ÅFortunately, these remain rare, with knowledge of 97% 
of the worst incidents contained within the organisation.

Damage to reputation

http://www.pwc.co.uk/eng/publications/berr_information_security_breaches_survey_2008.html

http://www.pwc.co.uk/eng/publications/berr_information_security_breaches_survey_2008.html


How do you build trust?

Sharing Sensitive Information
(Extract from presentation given by Mandy Messenger on her CPNI 

supported research óWhy would I tell youô )

http://www.warp.gov.uk/Index/Forum/indexannualforum.htm

http://www.warp.gov.uk/Index/Forum/indexannualforum.htm


Sharing sensitive information

Building and sustaining a successful Reporting point 
within a WARP

ÅTalking about incidents and experiences requires a safe 
& trusted environment.

ÅUnderstanding the factors that influence sharing.

ÅDevelop the trusting relationships.

ÅThis helps:

ïWARP champions develop the most helpful environment

ïWARP members understand their current views and consider 
their choices.



Research : Why would I tell you?

Method:

Å Recorded interviews with WARP members and related professionals.

Å Analysis and reflection on current theories of motivation, trust and 
social relationships resulted in a specific Model of Sharing.

Å Detailed research report published.

Å You are invited to try out two Sharing Culture Assessmenttools.

ðA workbook for individual use. 

ðA set of cards for use by two or more people.

http://www.warp.gov.uk/TrustedSharing.htm#S4

http://www.warp.gov.uk/TrustedSharing.htm


Research : Why would I tell you?

Problem:

Å Delicate balancing act of information sharing vs the need to protect 
an organisationõs proprietary interests.

Å People have a variety of perspectives sharing:

ònecessary for the greater goodó 

òis more trouble than it is worth!õó



Sharing Model

A feedback circuit of perceived expectations
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whom you are sharing; 
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you are sharing; 
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expend to share; 

Reward you would 

expect from sharing.



WARPs 
(Warning, Advice and Reporting Points)

A trusted sharing model developed by 

CPNI in the UK

www.warp.gov.uk

http://www.warp.gov.uk/


Where do WARPs fit?

Corporates &

public sector

Individuals
Publish only

Publish & dialogue (trusted sharing)

Publish & dialogue (trusted sharing) 

ïpersonalised & scalable!



What does a WARP look like?

Å A typical WARP will consist of an operator who knows a little bit about IT 
security, but is mainly good at communicating with a group of WARP 
members. 

Å There will usually be between 20 and 100 members, otherwise it can 
lose that personal touch.

Å The operator uses a website, email, telephone, SMS, and occasional 
meetings to send a personalised service of warnings and advice to the 
members. 

Å This will be mainly IT security advice, but can include other material 
(other threats, e-crime, contingency planning etc) as well.

Å The Operator also taps into the knowledge of the members themselves 
using a bulletin board, meetings and general communication skills. 

Å A successful WARP will build up enough Trust to encourage members to 
talk about their own incidents & problems, anonymously, for the benefit 
of the rest (a bit like the óNeighbourhood Watchô idea). 

Å WARPs are small, personal and óNot-for-Profitô.



WARPs ïA development model

Stage 3: Trusted Sharing

Encourage members to report their experiences of 

otherwise embarrassing attacks or problems (anonymously 

if necessary, through the operator) within the WARP 

collective learning.

Stage 2: Advice brokering

Develop trust through encouraging members to help each 

other by sharing best practice and giving advice to each 

other through WARP facilities.

Stage 1: Filtered Warnings

Show the benefits of the WARP to the community through 

tailored warning service, so that everyone feels they are 

getting a personalised and valuable service.



Filtered Warnings Application

E:/Roadshow/FWAsubtreeintro1.wmv


Warnings and Advisories




