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Spai Context

* communication networks &
services are critical

* constantly changing threat
environment

* security and resilience a
major challenge for all
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Sapati-s Resilience

ability of a system to provide & maintain an acceptable level
of service In face of faults (unintentional, intentional, or
naturally caused) affecting normal operation
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* significant physical disasters affecting
ClIPs

* complex networks and services
* low quality of software and hardware

* asymmetric threats allowing to attack
critical Cll from great distances

* Increasing organised cybercrime and
iIndustrial espionage

* lack of international agreements and
regimes,

* lack of well functioning operational
mechanism at the international level
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}, i Threat Levels

\gency

global (e.g. DNS)
state (e.g. state sponsored attacks)
societal (e.g. physical phenomena)

> ok % ok

economy (e.g. attacks addressing
more than one sector)

*x sector (e.g. attacks against finance
sector)

* company/individual (e.g. hostile
activities towards a company or
iIndividuals)
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