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Membership DIGITALEUROPE@

® A wide range of multinational companies (61) and
national trade associations (40)...

® Which represent more than 10,000 businesses and two
million employees...

® And generate revenues of over 1,000 billion Euros ...

® Thus bringing credibility and legitimacy to the
organisation...

® Which has become the voice of the European Digital
Technology Industry.
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National Trade Association Network DIGITALEUROPE
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E SENTING THE UK TECHROLCGY INDUSTRY
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s FEDERATION OF HELLENIC ICT ENTERPRISES
DIGITALEUROPE, WITSA & ITU MEMBER

Lo PIIT

Polska Izba Informatyki i Telekomunikacji

DIGITALEUROPE NTAS are
active in 40 Countries in the
EU

Outreach Extends into
Member State Governments

SMEs a key constituency



Operational Structure D|G|TALEUROPE@

GENERAL ASSEMBLY

37 national associations & 60 corporate

members |

EXECUTIVE
DIRECTOR \ BOARD ,

GENERAL
Policy Coordination



Board Membefs DIGITALEUROPE®

R. Fuehres
Canon

C. Sluys

Nokia

H. Jung
Siemens

L. Scott

Alcatel-Lucent Philips

H. Daniels
Hewlett Packard
L. Abadie A. Brunet J. Vassalo
Panasonic Sony Europe Microsoft

10 Company
Members

U. Wahlberg
Ericsson




Board Members

C. Radaelli
Anitec
Italy

A. Kashiouris
CITEA
Cyprus

M. Bangsgaard
ITB
Denmark

|

J. Yla-Jaaski
FFTI
Finland

M. Fritz
FAYS
Germany

10 Trade
Associations

J.Legiewicz
PIT
Poland
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A.D. Kotsis
SEPE
Greece

S. Katai
IVSZ
Hungary

J. Higgins
INTELLECT
UK

T. Erdogan
ECID
Turkey



Draft Leqgislation 3

DIGITALEUROPE

Directive on Attacks Against
Information Systems

*Updating of the Criminal
Framework for Cybercrime

*Tougher Penalties

sIndustry Seeks Legal Certainty



Draft Leqgislation D|G|TALEUROPE@

New ENISA Mandate

Modernised by EU legislation

*EU — US Working Group on
Cyber Security and Cyber Crime

*Four Priorities:

e Cyber Incident Management
« PPPs

 Awareness Raising

* Cybercrime
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Global Aspects of Cyber Security D|G|TALEUROPE@

* Interoperable Legal
B P Frameworks
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TR, LIPS . Koy Goals Should Be
gr1ap 01D 101blo, ”_1 NOT Just EU/US but Best

Practice - Evangalise to
Other Countries




DIGITALEUROPE / ITI Co-operation DIGITALEUROPE@

 Meeting 20 June 2011
Cyber Security related
— Market Access Issues (US
Mission to the EU and the
European Commission -
Trade, Infso, Enterprise)

e Particular focus on China/
India Market Access

* Progress underway with
India — through bilateral
negotiations and less so
with China
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Security Reguirements

DIGITALEUROPE™

e Data Protection Directive
 EC to Publish early 2012

e Harmonisation of international data
Transfer

e Building Trustin ICT

* Applicable Law
 Creating Legal Certainty




DIGITALEUROPE@

e Commission Communication
on Critical Information
Infrastructure Protection (2011)

Industry Supports ENISA’s
Role

DIGITALEUROPE is Engaged
and sees many Positive
Elements in the Current
Approach
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National Pan-European Exercise DIGITALEUROPE

EU ran its First Exercise In
November 2010

Industry is Committed Partner
In Next Stage Development of
the Pan-European Exercise

Industry Agrees with this
Approach and offers its
assistance
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Trends DIGITALEU ROPEQ

What are the Trends in the
Security Space?

~ *Cloud:
e Interoperability

e Standards

 Definition of Service
Provision



Resilience of Telco Networks @

DIGITALEUROPE
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Telecom Directive Legal Requirements for Operators:

Secure their Networks

Secure the Integrity of their Networks

Audit their Networks

Report Security Breaches

Industry Urges the Need have a Harmonised / Non Prescriptive
Approach 19



Awareness Raising D|G|TA|_EUROPE@

 Should be Coordinated with
the US

 The US National Cyber
— 35&';!&!11 Security Awareness Week

2 0 1 1 October 2011

 The EU should take
Advantage of the Synergies

e Industry Support the Initiative
and Interested to know how
ENISA would like us to
Engage 20



DIGITALEUROPE@

Thank you

bridget.cosgrave@digitaleurope.org
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