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How can we keep up with the every advancing and changing 
threat landscape? Does research hold the key?

Martin Borrett, Director of the IBM Institute for Advanced Security Europe
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Secure by Design

“Modern Mechanix”, 
Circa 1930s

“Modern Mechanix”, 
Circa 1930s

• In 2010, regulations 
increasingly require 
security to be built into 
the infrastructure, instead 
of bolting it on as an 
afterthought

• Analogous to the evolution 
of the safety standards 
within the automobile 
industry
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Security ALWAYS Involves Trade-offs


 

Risk Mgmt vs Risk Avoidance
–How can we make sure 9/11 never happens again?

• Ground all aircraft
–How much security is enough/? Too much?
–How much should we spend?

• Meteor-proof cars?


 
Usability/Accessibility vs Security

–Does single sign-on increase or decrease security?


 
Privacy vs Security

–The more we know the more we can protect (maybe)
•TSA passenger watch lists: effective or not?


 

Liberty vs Security
–“They that can give up essential liberty to obtain a little temporary 
safety deserve neither liberty nor safety.” -- Benjamin Franklin
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How good are we at risk analysis?


 

Consider that:
–40,000 die in cars annually in the US

• Only a few hundred die in planes annually WW
–Food poisoning kills 5,000 each year

• 9/11 killed less than 3,000 in a single, non-repeating event
–More people are killed by pigs than sharks


 

Does our spending on countermeasures reflect this?
– Feelings vs Facts (yet another trade-off)
– “… these seeming irrationalities have a good evolutionary reason for 

existing: they’ve served our species well in the past.”

Source: Crypto-Gram, Feb 28, 2007, Bruce Schneier
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Users are the weakest link

–What’s wrong with this picture?
• Did the gate work as designed?
• Did the gate provide security?

–Social engineering
• 71% of people at Victoria Station 

(London) station gave out passwords 
for an Easter egg*

–If security is too inconvenient …
• users will find a way to subvert it

*“Password protection no match for Easter egg 
lovers,” SearchSecurity.com, 20 April 2004
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People

Process

Technology

Information
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Tackling Security is a Continuous Process, we are never done!

AdministrationAdministration

PolicyPolicy

ImplementationImplementation

Audit/AssessAudit/Assess

RiskRisk
AnalysisAnalysis

An effective and 
efficient Security  

Management Program 

An effective and An effective and 
efficient Security  efficient Security  

Management ProgramManagement Program

Start
Here

• TransferTransfer
•• IndemnifyIndemnify
•• AcceptAccept
•• AvoidAvoid
•• MitigateMitigate

Architecture

Architecture
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By managing security for customers across the world, IBM has a clear and 
current picture of threats and attacks
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Cryptography Research

Cryptography and Security 
Research

A visionary in the field of IT Security… highlights of recent IBM 
security Research projects

Trusted Virtual Data Center, and 
Security Svcs. in Virtualized Environments 

Secure software and services 
Identity Governance



© 2009 IBM Corporation

IBM Institute for Advanced Security 



 

IBM’s initiative to help organizations better understand and respond to the security threats to their business



 

A cross brand, cross business unit capability that integrates and acts as a focal point for IBM’s advanced 
security capabilities 



 

A global initiative which recognizes the need for local expertise and capability with three Institute branches; 
Europe, Americas, Asia Pacific



 

It will leverage IBM Security research efforts including the IBM X-Force together with the broader IBM 
Security Solution expertise, capabilities, solutions and initiatives



 

The Institute will drive a number of activities globally focused on security:

– It will conduct client executive briefings
– It will participate at key industry conferences and events both to share and learn
– It will focus on key security issues including securing critical infrastructures, tackling new threats, leveraging advanced technologies 

such as security analytics, homographic encryption and other advanced technologies
– It will serve as a conduit via customer briefings, events, IBM research, other collaborations to shape IBM Security strategy
– It will drive a consolidated view of how IBM can help organisations solve the security challenges to their business
– It will collaborate with government, industry, and academia to drive innovation in the next-generation of security models and 

solutions
– It will leverage the Institute website for collaboration and insights through expert blogs, white papers, podcasts and online “expert” 

jams www.instituteforavancedsecurity.com

10

http://www.instituteforavancedsecurity.com/
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Security on a Smarter Planet: How can IBM help?

Security acquisitions:



 

The only security vendor in the market with 
end-to-end coverage of the security foundation



 

15,000 researchers, developers and SMEs on 
security initiatives



 

3,000+ security & risk management patents



 

200+ security customer references and 50+ 
published case studies



 

40+ years of proven success securing the 
zSeries environment



 

600+ security certified employees 
(CISSP,CISM,CISA,..)

DASCOM
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Summary


 

Security involved trade offs, it is a balancing act


 

Need to think in “photo negative”


 

We need to think about people, process, information and technology


 

More technology doesn’t not always mean better security


 

People are a weak link
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