Baseline capabilities of
national/governmental CERTs

ANDREA DUFKOVA
CERT relations
European Network and Information Security Agency

<NIS Summer School, Hersonissos, Crete>




*
¥ enisa

it Mk

i Outline

> Introduction to CERTs

» CERTs work, duty,
responsibilities...

» Our work in 2011
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= ENISA and CERTSs...

ENISA supports the Member States and their CERTs by

1. Provide help with the setting-up, training and exercising of
the teams

2. Definition of “baseline capabilities” for new and established
teams

3. Help CERTs to enhance their capabilities by providing good
practice guides in:

» Setting-up and operating CERTs s
» Training, exercising and piloting of projects
» Basic services like incident management

» Enhancing cross-border cooperation




4 1. Provide help with the setting-up,
training and exercising of the teams

» ENISA CERT INVENTORY MAP o

(more than 160 teams listed!)
» INFO:
» TRUSTED INTRODUCER
» FIRST
» (TF-CSIRT)

» Cross-border cooperation
among teams exists, but can
be improved

» GET INTRODUCED!

» DESERVE TRUST!

» PROFIT FROM THE
COOPERATION!
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e 2. Help CERTs to enhance their capabilities by
providing good practice guides
2005: 2006: 2007: 2008: 2009: .
Stocktaking Setting up & Support CERT Exercises CERT Exercises CERT-BaseIine
Cooperation Operation Pilots & Capabilities —
‘ Quality CERT Baseline Poﬁcy
s Assurance T Capabilities Recommendations

&
Incident

Management
Guide
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http://www.enisa.europa.eu/Zact/cert/support
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http://www.enisa.europa.eu/act/cert/support

. e, 3. Definition of “baseline capabilities” for

new and established teams

The objectives are:

» Definition and further development of a set of baseline capabilities for national /
governmental CERTs in the Member States

» Establish national / governmental CERTs in every Member State

» Offer or support activities to help teams to reach (and go beyond) the baseline

> Enhancegcooperation on national and European level
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b IN 2005: Austria
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L Bulgaria

A
OQ’O L France Denmark
(\I o 7 ,—"ﬂ germany Estonia
The Netherlands Slovakia SERVICE
Norway Sloyenla PORTFOLIO
Sweden Spain === (o—
UK
Cyprus
Czech Republic
Greece f P
Iceland | L ) s g \ fabilities of Natfonal / Gevemmental CERTs
=l Ireland | ; Part 2: Policy Recommendations

'E?ﬂ!uumcll

Latvia

Lithuani
pembours

R -t "-‘E;gr;%;ooc




* o
x *
«

’ enisa

o Reinforcing national / governmental CERTs
(Our mission)

National / governmental CERTSs play a major role in protection of CIIP in the Member States (EC
CIIP communication)

A “well functioning” national / governmental CERT in each Member State is mandatory (EC CIIP
communication)

These documents constitute a very first attempt to define a minimum set of capabilities that a
Computer Emergency Response Team (CERT) in charge of protecting critical information
infrastructure (CIIP) in the Member States should possess to take part and contribute to a
sustainable cross-border information sharing and cooperation.

Operational recommendations  Policy recommendations Compliance?

Q 2012
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! enisa Findings: Services

et dnfrmatioe PORTEOLIO

» Core service: Incident Handling, Analysis, Response

» Core service: Alerts & Warnings

(Core service = no outsourcing!)

» Additional service: Education & Training

» Additional service: Security consultancy

» Additional service: On-site support / incident response

» Internal functioning: Technology Watch, Situation Awareness,
Exercises
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! enisa Findings: Operation

» 24/7/365 reachabillity, not necessarily physically, but:

» quick response times especially for incident reports
» Minimum set of technologies:
» primary: telephone, email, IM, SMS, website
» secondary: fax, snail mail, pigeons, etc.
» secure communication (encrypted email mandatory)

» physical security important!

» During start-up-time: “start small but think big” (3 —5 FTE)
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: en}sa Findings: Mandate
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SERVICE
PORTEOLIO

» Act as official point of contact for the country (PoC)
» Official mandate by government to represent the country
» Clear mandate — clear responsibility

» Main funding from government (additional revenue models possible)

» Mandate and capabilities must be documented and communicated
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! enisa__ Findings: Cooperation

» Information sharing “quid pro quo” (give and take)

» Be able to efficiently and effectively react to incident reports

» Integration into CERT communities (FIRST, TF-CSIRT) essential
» Personal knowledge still nr. 1 criteria for trust building (needs time)
» Share alerting and information classification models

» Use common (established) terminology

» Informal information sharing groups considered the most effective

» “Good functioning” of information sharing on national level (lead)
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* enisa Outlook 2011: Cross-border CERT
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R cooperation

The objectives are:

» Examine barriers and incentives for cross-border
collaboration and information sharing (i.e. legal issues, data
protection, etc.)

» Examine “operational gaps on European level”
» Examine “operational redundancies and synergies”
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i Outlook 2011: Situation awareness for
CERTs and EISAS

The objectives are:

» Stock taking of available situation awareness mechanisms to
define the “state of the art” of “early warning” (proactive
detection of incidents) for NIS.

» Analysis of results - the benefits and shortcomings will be
assessed and potential further developments identified.

» European Information Sharing and Alerting system

» Continuous and ongoing work on the development of EISAS
basic

» New capability targeting end users and SMEs (( )))
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Outlook 2011: addressing cybercrime

The objectives are:

»6th ENISA CERT workshop

»CERTs and LEA Cooperation on NIS aspects of
cybercrime in practice

»In cooperation with Europol and....

»Do you want to learn more?

»>......come to the cybercrime session in the
afternoon!
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Want to know more?

http://www.enisa.europa.eu/act/cert
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Site Map | Accessibility | Contact
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Home About ENISA

Our Activities Publications Press & Media Events

you are here: home — our activities — cert

| cerT

Overview
Support
Other work
Events

About us

CERT

— filed under: Training, Information Sharing, Incident Responsa, Good Practica, CERT,

peration, Exercises, Incident Reporting, CIIP

ENISA's work in the field of CERTs / CSIRTs

What is it all about?

Legal Notice

CERT (C E g ¥ P Team)

Computer Emergency Response Teams (CERTs, aka CSIRTs) are
the key tool for Critical Information Infrastructure Protection (CIIP).
Every single country that is connected to the internet must have
capabilities at hand to effectively and efficient respond to
information security incidents. But CERTs must do much more: they
must act as primary security service providers for government and citizens, act as
awareness raisers and educators.

Not every country connected to the internet disposes of CERT capabilities. And the
level of maturity among those who do vary dramatically. It is ENISAs mission to as
much as we can dear out the "white spots” on the CERT worldmap and to minimise
the gaps by facilitating setting-up, training and exercising of CERTs.

What do i find here?

These pages contain information about ENISA's waork in the field of CERTs / CSIRTs,
together with a lot of background information, useful supporting material and
recommendations for further reading.

= Overview

Find out more about CERTs and CSIRTs, who they are, what they do and where they
are located. More...

= Support for CERTs / CSIRTs

Find a lot of useful material from ENISA to support the EU Member States and other
stakeholders with establishing and running CERTs / CSIRTs. Mare...

= Other related work from ENISA
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videos

View or download
the CERT Exercise video

related sites

AAPCERT

Asian Pacific CERT

ICERT

CERT Coordination Centrs

jitst

FIRST

NATO CIRC

@

Terena TF-CSIRT
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http://www.enisa.europa.eu/act/cert
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Contact

Operational security program -
CERT relations

Technical Competence Department

European Network and Information
Security Agency

Science and Technology Park of Crete
P.O. Box 1309
71001 Heraklion - Crete — Greece

Cert-relations@enisa.europa.eu
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