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Outline


 

Introduction to CERTs


 
CERTs work, duty, 
responsibilities…


 

Our work in 2011



ENISA and CERTs…

ENISA supports the Member States and their CERTs by
1. Provide help with the setting-up, training and exercising of 

the teams

2. Definition of “baseline capabilities” for new and established 
teams

3. Help CERTs to enhance their capabilities by providing good 
practice guides in:
 Setting-up and operating CERTs
 Training, exercising and piloting of projects
 Basic services like incident management
 Enhancing cross-border cooperation



1. Provide help with the setting-up, 
training and exercising of the teams



 

ENISA CERT INVENTORY MAP
(more than 160 teams listed!)


 

INFO:


 

TRUSTED INTRODUCER


 

FIRST


 

(TF-CSIRT)



 

Cross-border cooperation 
among teams exists, but can 
be improved


 

GET INTRODUCED!


 

DESERVE TRUST!


 

PROFIT FROM THE 
COOPERATION!

[…]
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2008: 
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CERT Baseline 
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Policy 
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2009:
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Pilots & 
CERT Baseline 
Capabilities

2. Help CERTs to enhance their capabilities by 
providing good practice guides

http://www.enisa.europa.eu/act/cert/support

http://www.enisa.europa.eu/act/cert/support


3. Definition of “baseline capabilities” for 
new and established teams

The objectives are:


 

Definition and further development of a set of baseline capabilities for national / 
governmental CERTs in the Member States



 

Establish national / governmental CERTs in every Member State



 

Offer or support activities to help teams to reach (and go beyond) the baseline



 

Enhance cooperation on national and European level

ESTABLISHED 
IN 2005:
Finland
France
Germany
Hungary
The Netherlands
Norway
Sweden
UK PLANNED:

Cyprus
Czech Republic
Greece
Iceland
Ireland
Italy
Latvia
Lithuania
Luxembourg
Malta
Poland
Portugal
Romania

PLUS:
Austria
Belgium
Bulgaria
Denmark
Estonia
Slovakia
Slovenia
Spain
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Reinforcing national / governmental CERTs 
(Our mission)

National / governmental CERTs play a major role in protection of CIIP in the Member States (EC 
CIIP communication)
A “well functioning” national / governmental CERT in each Member State is mandatory (EC CIIP 
communication)
These documents constitute a very first attempt to define a minimum set of capabilities that a 
Computer Emergency Response Team (CERT) in charge of protecting critical information 
infrastructure (CIIP) in the Member States should possess to take part and contribute to a 
sustainable cross-border information sharing and cooperation.

Operational recommendations Policy recommendations

2009 2010

Compliance?

2012



Findings: Services 

 Core service: Incident Handling, Analysis, Response

 Core service: Alerts & Warnings

(Core service = no outsourcing!)

 Additional service: Education & Training

 Additional service: Security consultancy 

 Additional service: On-site support / incident response


 

Internal functioning: Technology Watch, Situation Awareness, 
Exercises



Findings: Operation 

 24/7/365 reachability, not necessarily physically, but:

 quick response times especially for incident reports

 Minimum set of technologies:

 primary: telephone, email, IM, SMS, website
 secondary: fax, snail mail, pigeons, etc.
 secure communication (encrypted email mandatory)
 physical security important!

 During start-up-time: “start small but think big” (3 – 5 FTE)



Findings: Mandate 

 Act as official point of contact for the country (PoC)

 Official mandate by government to represent the country

 Clear mandate – clear responsibility

 Main funding from government (additional revenue models possible)

 Mandate and capabilities must be documented and communicated



Findings: Cooperation 

 Information sharing “quid pro quo” (give and take)

 Be able to efficiently and effectively react to incident reports

 Integration into CERT communities (FIRST, TF-CSIRT) essential

 Personal knowledge still nr. 1 criteria for trust building (needs time)

 Share alerting and information classification models

 Use common (established) terminology

 Informal information sharing groups considered the most effective

 “Good functioning” of information sharing on national level (lead)



The objectives are:


 

Examine barriers and incentives for cross-border 
collaboration and information sharing (i.e. legal issues, data 
protection, etc.)


 

Examine “operational gaps on European level”


 
Examine “operational redundancies and synergies”

12

Outlook 2011: Cross-border CERT 
cooperation



Outlook 2011: Situation awareness for 
CERTs and EISAS 

The objectives are:



 
Stock taking of available situation awareness mechanisms to 
define the “state of the art” of “early warning” (proactive 
detection of incidents) for NIS. 



 
Analysis of results - the benefits and shortcomings will be 
assessed and potential further developments identified.



 
European Information Sharing and Alerting system


 
Continuous and ongoing work on the development of EISAS 
basic



 
New capability targeting end users and SMEs

13



Outlook 2011: addressing cybercrime

The objectives are:

6th ENISA CERT workshop
CERTs and LEA Cooperation on NIS aspects of 
cybercrime in practice
In cooperation with Europol and….

Do you want to learn more?
……come to the cybercrime session in the 
afternoon!



http://www.enisa.europa.eu/act/cert

Want to know more?

http://www.enisa.europa.eu/act/cert


Operational security program -

CERT relations

Technical Competence Department

European Network and Information 
Security Agency
Science and Technology Park of Crete
P.O. Box 1309
71001 Heraklion - Crete – Greece

Cert-relations@enisa.europa.eu

Contact

mailto:Cert-relations@enisa.europa.eu
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