Lessons learned from teaching ICT security in schools; don’t let them suffer in silence
ENISA summer school 2011
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Agenda

e Who are we?

 What do we teach?

e Whom do we teach?

* Problems related to surfing

* Problems related to chat

* Problems related to social networks

* Problems related to mobile phones



Who are we? BEE

/

% BEE SECURE - awareness raising

» Campaigns, events, fairs W e
T -1

»»  courses, workshops

/

% CASES - good practice
» Adapted methodologies
»  Coaching

» Labels, guides

% CIRCL - national CERT
» Incident response
» Coordination of incidents '“tal'get- —=—— .
_ I CIRCL
» Information exchange T Computer Inc u:nr

» Networking - nationally et internationally




Who are we? SECURE
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What do we teach?

The risk concept

»  Vulnerabilities, threats and impacts

Vulnerabilities
» Human vulnerabilities

» Technical vulnerabilities

Threats

»  What vulnerabilities do they exploit

Knowledge
and behaviour

echnical
measures

Behaviour
B THIS MAC’Hm I
Technical measures us"E v%[llmﬂ OWN
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Whom do we teach?

Children 9-10 300 a year

» Role based games

Children 11-12: 1000 a year
»  concepts

» Technical vulnerabilities

Children 13: 7.000 a year

» concepts
Teachers: 100 a year

Parents: 500 a year
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Problems related to surfing 5331]3E3
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% Internet is not the school playground

.....
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<  Fraud

L)

% Rogue AV

+» Infected downloads °
° > @ Appla security conter v
< Porn - spam . &5
v

% Phishing

REDTUBL”

This website contains sexually explicit material.
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% Flash and other plugins
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Problems related to chat

Msn, icg minor problems until it’s
usage is prohibited

Weak passwords

Chat roulette

Video chat

Accept infected content
Id theft

Open chat rooms — nicknames like
lolital3, bunny 14

Bullying
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Problems r SECURE|

Grooming _ |
- Su_l?"Seven 2.1.3 -

> SubSevenv213BONUSbymobman i X
|‘[pnﬁ’_18?11 || cannect ||I|!:§

welcome o SubSeven 2.1.380NUS [ |

Id theft by password guessing

Video chat — with recording and
publishing

Sending Trojans, malware — spy on _
girIS in bedrooms read |atest Sub7 news |

- idle - Iready for action. |

’ Client :
Server + ServerEditor :

Defamation
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Problems related

From 10 years on
Weak and reused passwords
Accounts not properly configured
“Friends” race: 300 - 1300

Disclosure of private data — no use
of group-policies

Photos
Friends

Chat Friends

Bullying

Friends
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Problems related to social networks - perpetrator 'SECURE

Grooming

Id theft by password guessing +
session hijacking

Profiling of entourage
Grooming

Photo posting - defamation

News Feed

Bullying




Problem

“Sm‘art” phones

No AV, no firewall, no filters
Bluetooth, WiFi

Infected content, apps
Fraud

Theft, loss

-1
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Problems related to mobile phones - perpetrator 5331]353

Super Bluetooth Hack 1.08 new version

Spyware, Trojans

Super-Bluetooth

Bullying

Session hijacking (firesheep,
faceniff)




Where do they get help EBEHEIIHEB

“ Parents and/sor teachers will prohibit the use of
 Internet
% Chat

 Mobile phones

/

% Conseqguence Is

s They will continue to suffer in silence and they will warn
everybody about not telling the adults

* “NO” —Is no help, but a further punishment
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What can help

Teach / 7 70/’ e than Excel and Word

You can loose more valuable things than money !
Teach the real stuff — when they need it
Teach with the help of experts

13 is already too old
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WHATS THIS?
OH! THAT's DADDYS SPUR78 SECURE
HLUSTRATED SWIMSUIT 1ISSVE!

ITS NOT APPROPRIATE FOR—

WOW! THEY LOOK, JUST
LIKE THE LADIES WHO

GET DOUBLE-PENETRATED

IN THE FOPUPADS!

|
BUT WITH CLOTHES ON! O

oS!
g I

http://xkcd.com/

www.bee-secure.lu

www.cases.lu

www.circl.lu
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