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Antivirus Software Developers and Security Solutions
Providers

CERTs

Regulators and Policy Makers

FPan European Associations of Providers
Academia

Operating System Providers

Law Enforcement Agencies

Online User Communities and Consumer Protection
Associations

Mational and pan European Internet Service Providers
Application and Metwork Providers and Developers

Web 2.0 and Social Network Site Providers
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*Measurement and detection

*Countermeasures
e Threat picture
* Roles, responsibilities and incentives

x| egal Issues
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- == The need to assess the threat level

 Deciding on investments (100’s of
millions of Euros): in security measures.

e Defining the political agenda: Botnets
are a major threat to society.

 Assessing the success of measures:
how do we know a technique worked
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* Problems identified
with current
measures

* Lack of accuracy

* Transparency of
methodology

* Incentives for
exaggeration

=z Measurement and Detection
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= Slze 1S not everything

Researchers Tracking Emerging '‘Darkness' Eotnet

Posted by Soulskill on Tuesday December OF, @01:354M . Sl
from the new-kid-on-the-block dept. -
[») =

Trailrunner? writes

"Researchers are tracking a new botnet that has become one of the more active DDoS networks on the Internet since its
emergence early last month. The botnet, dubbed ‘Darkness,” is being controlled by several domains hosted in Russia and
its operators are boasting that it can take down large sites with as few as 1,000 bots. The Darkness botnet is seen as
something of a successor to the older Black Energy and lllusion botnets and researchers at the Shadowserver Foundation

took a look at the network’s fom and found that it is capable of generating es of attack traffic. "Upon
testing, it was observed that the throughput of the attack traffic directed simultaneously at mulyple sites was guite
impressive,’ Shadowser/ar lysts wrote in a report on the Darkness botnet. It ng r5 that "Darkness"” is

overtaking Black Energy as the DDoS bot of CRoTCe. There are many ads and offers for DDoS senvices using "Darkness.” It
is regularly updated and improved and of this writing is up to version 7. There also appear to be no shortage of buyers
looking to add "Darkness” to their botnet arsenal.™

« From Panda Labs: order of 500 computers (not a
botnet but some characteristics in common) took
down Visa.com during the Anonymous attacks

« But nobody ever quotes anything else
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Mitigate existing botnets

e ~
Reduce number of

infected systems
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= Mitigate Existing Botnets
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Prevent new infections

( Slow down botnet
spreading through
\__early detection

[
Protect systems
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Minimize profitability of

J

botnets
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and prosecute
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* Technical

Blacklisting

Distribution of Fake &
Traceable Credentials

BGP Blackholing
DNS-based methods

Takedown of C&C
Servers

Packet Filtering / Port
25 Handling

Walled Gardens
P2P Countermeasures
Remote Disinfection

* Social and Policy

Dedicated Laws on
Cybercrime

User Awareness raising
and Special Training

Central Incident
Helpdesks

Enhance Cooperation
between Stakeholders
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- 2z Example Key Challenge

Actions against botnet C&C infrastructure do not affect
Infections in the long-term

Incomplete takedowns may raise botnet resilience
*Infrastructure may be migrated after regaining control
* Teaching“ botmasters to update and enhance
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Researchers/
AV Vendors

*Detection
Disinfection

*Responsible
disclosure

*Malware analysis

Software/OS
Developers

*\Write secure
software

*Fix vulnerabilities
(quickly)

*Detect attacks and
inform users

Cybercriminal

S

overnments

*Define clear and
consistent laws

*Prosecute
criminals

*Define capabilities

*Define central
contact points

Data protection

End-users

*Keep machines
clean

Civic
responsibility

*Corporate social
responsibility

eIdentify, notify
customers

*Help users clean
machines

*Filter malicious
traffic

eDetection,
measurement

Data protection

Victims
*Resist extortion
*Pursue perpetrators.
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== current incentives

Innocent Victims
Beneficiaries bystander/unwilling eCommerce. Banks

Cybercriminals participant Web 2.0, Advertisers,
ISP, End-user Governments
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Rebalancinc

Government

ePublic private
partnerships

AV/Researchers End-users

*Fast legal _
procedures *Bot-Frei -

*Reward for -AV\{areness raising
reporting *Raise sense of

social

*Clarify capabilities responsibility

sInformation sharing

‘x ‘ ‘ —

Victims Software

*Mutual assistance — . Vendors :
e.g. in legal and 4 . -
other resources B - Sregurr:n;jr%\{as b
(Digital Addio- = -gSEg' i |
Pizzo) / initiatives

Criminals )
*Prosecute and
arrest

*Attack all parts of
value-chain— esp
those with no
backup —e.g.
money-laundering.

*Attack revenue
streams

ISP’s

eFinancial incentives
for end user
cleaning initiatives
+Clarify and
harmonise DP laws
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* Botnets: Detection, measurement,
disinfection and defence — best practice

and analysis.
http://www.enisa.europa.eu/botnets

* Botnets: 10 tough guestions — Analysis by

ENISA and expert group.
http://www.enisa.europa.eu/botnets-100

 Legal analysis and recommendations. In
preparation
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http://www.enisa.europa.eu/botnets
http://www.enisa.europa.eu/botnets-10Q
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