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Who we consulted
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Overview

Measurement and detection
Countermeasures
• Threat picture
• Roles, responsibilities and incentives

Legal issues



The need to assess the threat level

• Deciding on investments (100’s of 
millions of Euros): in security measures.

• Defining the political agenda: Botnets 
are a major threat to society.

• Assessing the success of measures: 
how do we know a technique worked



Measurement and Detection

Problems identified 
with current 
measures

Lack of accuracy
Transparency of 
methodology
Incentives for 
exaggeration



Size is not everything

• From Panda Labs: order of 500 computers (not a 
botnet but some characteristics in common) took 
down Visa.com during the Anonymous attacks

• But nobody ever quotes anything else



COUNTERMEASURES AND 
RECOMMENDATIONS





Mitigate Existing Botnets
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Botnet countermeasures

Technical
• Blacklisting
• Distribution of Fake & 

Traceable Credentials
• BGP Blackholing
• DNS-based methods
• Takedown of C&C 

Servers
• Packet Filtering / Port 

25 Handling
• Walled Gardens
• P2P Countermeasures
• Remote Disinfection

Social and Policy
• Dedicated Laws on 

Cybercrime
• User Awareness raising 

and Special Training
• Central Incident 

Helpdesks
• Enhance Cooperation 

between Stakeholders



Example Key Challenge

Actions against botnet C&C infrastructure do not affect 
infections in the long-term
Incomplete takedowns may raise botnet resilience

Infrastructure may be migrated after regaining control
„Teaching“ botmasters to update and enhance



[MessageLabs Intelligence: 2009 Annual Security Report. Symantec Hosted Services, 
2009]



Responsibilities

Governments
•Define clear and 
consistent laws

•Prosecute 
criminals

•Define capabilities
•Define central 
contact points

•Data protection

End-users
•Keep machines 
clean

•Civic 
responsibility

•Corporate social 
responsibility

ISP 
•Identify, notify 
customers

•Help users clean 
machines

•Filter malicious 
traffic

•Detection, 
measurement

•Data protection

Victims
•Resist extortion
•Pursue perpetrators.

Cybercriminal 
s
…

Software/OS 
Developers
•Write secure 
software

•Fix vulnerabilities 
(quickly)

•Detect attacks and 
inform users

Researchers/ 
AV Vendors
•Detection
•Disinfection
•Responsible 
disclosure

•Malware analysis



Current incentives



Rebalancing the incentives

Incentives

Government
•Public private 
partnerships

End-users
•Bot-Frei
•Awareness raising
•Raise sense of 
social 
responsibility

Software 
Vendors
•Secure dev 
programmes

•SSE initiatives

Criminals
•Prosecute and 
arrest

•Attack all parts of 
value-chain– esp 
those with no 
backup – e.g. 
money-laundering.

•Attack revenue 
streams

ISP’s
•Financial incentives 
for end user 
cleaning initiatives

•Clarify and 
harmonise DP laws

Victims
•Mutual assistance – 
e.g. in legal and 
other resources 
(Digital Addio- 
Pizzo)

AV/Researchers
•Fast legal 
procedures

•Reward for 
reporting

•Clarify capabilities
•Information sharing



ENISA reports

• Botnets: Detection, measurement, 
disinfection and defence – best practice 
and analysis. 
http://www.enisa.europa.eu/botnets

• Botnets: 10 tough questions – Analysis by 
ENISA and expert group. 
http://www.enisa.europa.eu/botnets-10Q

• Legal analysis and recommendations. In 
preparation

http://www.enisa.europa.eu/botnets
http://www.enisa.europa.eu/botnets-10Q
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